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Abstract

Due to the wide deployment of sensor networks recently security in sensor networks has become a hot research
topic. Popular ways to secure a sensor network are by including cryptographic techniques or by safeguarding
sensitive information from unauthorized access/manipulation and by implementing efficient intrusion detection
mechanisms. This paper proposes a novel ant colony based intrusion detection mechanism which could also keep
track of the intruder trials. The proposed technique could work in conjunction with the conventional machine
learning based intrusion detection techniques to secure the sensor networks. The algorithm is presented and

illustrated by simulating a sensor network.

1. Introduction

Sensor networks present a feasible and economic solution to some of our most challenging problems like defense
applications, traffic monitoring, pollution/weather monitoring, wildlife tracking and so on. Many applications, in
particular military applications are dependent on the secure and reliable operation of the sensor network. The
survivability of the network is threatened by resource limitations and security attacks. With the increasing
adoption of wireless sensor devices and networks, it becomes essential to design efficient IDS [24]. Such
networks are particularly vulnerable as they operate in an open medium.

In a sensor network, a large amount of low cost intelligent micro sensors can be rapidly deployed in an
environment of interest. These sensors can individually sense the environment. They can also collaborate with
each other and achieve complex information gathering and dissemination tasks. Since individual sensors can only
sense a portion of the sensor field using certain sensing modalities, information provided by single sensor might

as well be biased or inaccurate.



Therefore sensor networks form atypical distributed environment where various computing paradigm can be used
to achieve collaborative information processing. This can be done at different levels, the raw data level, the

decision level and some intermediate level.

The traditional prevention techniques such as user authentication, data encryption, avoiding programming errors
and firewalls are used as the first line of defense for sensor networks. If a password is weak and is compromised,
user authentication cannot prevent unauthorized use, firewalls are vulnerable to errors in configuration and
ambiguous or undefined security policies. They are generally unable to protect against malicious mobile code and
insider attacks. Programming errors cannot be avoided as the complexity of the system and application software
is changing rapidly leaving behind some exploitable weaknesses. Intrusion detection is therefore required as an
additional wall for protecting systems [1]. We will approach the intrusion detection as a distributed coordination
problem in the face of uncertain, incomplete information with soft time and resource constraints. We will
assume that agents embedded in each sensor in the network act as cooperative peers who not only monitor their
hosts and the sensor network traffic for possible attack signatures but also monitor their peers in case they have
been compromised by malevolent attackers. The goal of these agents is to form the ‘first line of defense’ against
attacks. This role entails identifying early signs of attack and recognizing situations that are likely to predate an
actual attack, e.g., systematic scanning activity. Some recent work related to intrusion detection for sensor
networks could be located in [7], [10], [13], [23]. This paper proposes an emotional ant based approach to
identify possible pre-attack activities and subsequently correspond with a centralized intrusion detection
mechanism. Security monitoring in the sensor network is achieved by the foraging behavior of natural ant
colonies. Ants may be positioned at relevant locations in the interconnected sensor networks and for some of the
related vocabularies to be described in this section please refer [1][2]. An important advantage of the proposed

approach is that the intruder traversed trails could be easily available.

2. Ant Colony Approach



Data mining approaches for intrusion detection were first implemented in mining audit data for automated
models for intrusion detection. Several data mining algorithms are applied to audit data to compute models that
accurately capture the actual behavior of intrusions as well as normal activities [4]. Audit data analysis and
mining combine the association rules and classification algorithm to discover attacks in audit data. Other
approaches include fuzzy rule based classifiers [2], Genetic Programming techniques [1], Support Vector
Machines, Decision Trees [7]. A hierarchical distributed IDS architecture is analyzed in [17]. In [21] a self-
organized ant colony based clustering technique is introduced (ANTIDS) to detect intrusions. Different adaptive
and self organized techniques have been already envisaged in designing the IDS. The present work contemplates
some of the related works in a different form, where the ant agent would create a framework that allows user to
define the characteristics of a given interaction due to intrusion. The ant system given in [8] and [9] and the

proposed approach for IDS are presented as follows.

2.1 Ant Colonies System

An agent x can be described by the tuple < f, S> where £ is the belief of an agent and s is the state of an agent.
The set of agents A are actually organized into families to facilitate inter-agent collaboration and communication.

It is needless to mention that all agents are sharing common goal to find the intrusion in optimized manner.
Ant agent typically involved in this distributed system by virtue of their pheromone concentration differences.

A pheromone is a chemical substance an ant can drop in the environment. The pheromone then propagate (by

Brownian motion) through the environment as well as evaporates over time.

The relatively simple mechanism of pheromone demonstrates a simple yet effective distributed decision making

mechanism.

The basic algorithm is described as follows:
Initialize pheromone values (t)
while termination condition not met do

forj=1tokdo



S’ & construct solution (7)
end for
Apply online delayed pheromone update (z,s’,...... s5)

end while

The initialize pheromone values step basically initialize all the pheromone values to the same positive constant

value and adheres to the following conditions:

e  Whether or not the node has already been visited by any ant, a memory (called as tabu list) is maintained. It
expands within a particular traversal and is then emptied between visits.

e The inverse of the distance 7;; - 1/d;; is called visibility. Visibility is based on strictly local information and

i =
represents the hemistich desirability of choosing node j when ant is in node i. Visibility is used to direct the
searching capabilities of ants, although a constructive method based on its sole use could produce very low
quality solution.

® The amount of virtual pheromone trail z;; (r) on the edge and this trail is updated online.

The apply online delayed pheromone update (z, s ,....,s* ) is used to store the track and edge details in the Tabu

list with the following pheromone update rule:

7 (I-p).5+ Y “As/ 1 (1)

J=1
where

f(s?) if s’ contributes to T

AS't, ={ 2

0 otherwise

A S’z is the combination of a solution s; to the update for pheromone value 7; (k is the number of solution used
for updating the pheromones), p is the evaporation rate and f is a function which usually maps the quality of a

solution to its inverse.



2.2. Emotional Ants System

The basic idea is to identify the affected path of intrusion in the sensor network by investigating the pheromone
concentration. The work also emphasizes the emotional aspects of agents, where they can communicate the
characteristics of particular path among them through pheromone update. Therefore, in a sensor network if the
ants (we call it here them as emotional ants) are placed, they could keep track the changes in the network path,
following certain knowledge base of rules depicting the probable possibilities of attack. Once the particular path
among nodes is detected by the spy emotional ant, it can communicate the characteristics of path through
pheromone balancing to the other ants; and thereafter the network administrator could be alerted. The entire
model has been inspired by several contemporary works. In pure cognitive form, the approach finally
incorporates two basic parts:

e emotion and its utility in decision making.

e transformation of the ant agent into an emotional ant.

First, we would like to discuss the emotion model of generic agents. The structure of any emotion model is
primarily based on certain thematic reactions exhibited by the agents with the real world. They encompass
affinity, satisfaction dejection and approach etc [20].

Emotional Agent Definition

Here the agents have to be conceived and created (characteristics should be defined e.g. name class, etc). An
agent can be of the type of an object, where its function is related to the environment or of the type no object,

where its functions are related to the actions to that agent must carry out.



Basis of Rules

Rules for possible attacks scenarios as suggested by the network administrator are cumulated. Again certain
primitives could be proposed to formulate these rules of sensor networks.

Emotion Templates

These templates stand for individuals and to represent different emotion states, i.e. if the parameters match with
existing agents. For a clear picture of the emotion exchange model some mathematical concepts are formulated in
the forth coming section.

Emotional Model of Ants

The present work closely adopts the strategy followed by the ant colony system [8][9]. Here in the ant colony
system only the ant that generated the best tour since the beginning of the trail is allowed to globally update the

pheromone concentration on the branches.
2.2. IDEAS Description

The ants therefore are encouraged to search for paths in the vicinity of the best traversing so far.

So, the updating rules are:

7 (1) «=(-p). 7; (1) + p.A 7 (1) 3)

where (i) are the edges belonging to the most successful traversing across sensor nodes, since the beginning is a
parameter governing phenomena decay.

When an ant visits an edge, the application of the local update rule makes the edge pheromone level diminish.
This has the effect of making the visited edge less and less attractive as they are visited by ants, indirectly
favoring the exploration of not yet visited edge. As a consequence, ants tend not to converge to a common path.
So, we extrapolate certain local updates of the pheromone trails of ant agents across sensor networks. The basis
of this is to update the network nodes in terms of affinity towards intrusion at any particular point of time.

It is performed, while performing a trip across the sensor network, ant K is in a node / and selects node j € J; k

The pheromone concentration of (i,j) is updated by the formula



(1) «— (1-p). T5(D) + p.To “4)

T, 18 the same as the initial value of pheromone trails and it was set as T, - (1. Lnn)'1 (after some experiments/ trial
and error approach) where 7 is the number of nodes and L, is the length of the trip made by the ant.

We prepared set of ant agents as templates with basic emotion exchange ability. This exchange is accomplished

through pheromone level balancing. To formulate an emotion model, the following proposition is suggested:

Let A (Ls,t) be the tendency of an intruder object that I assigns to the sensor object S at time t, I;(intruder
1)_C(Is,t) the potential to generate the state of affinity(choice) to a particular path.

G(varg_1, varg_n) is a combination of global intensity variables which directly /indirectly affects the intrusion
activity. So I_C (I,s,t) the intensity of attack, T_c(Lt) a threshold value and f_c(.) is a function specific thinking
of intruder. The rule to generate a state of thinking or the choice of an intruder would look like:

If1I_C(s,t) > C(Lt)
Then set I (intruder 1)_C(I,s,t) = I_C (I,s,t) - T_c(1,t)
else

SetI_C(Ls,t) =0

2.2 Intrusion Detection based on Emotional Ants for Sensors (IDEAS) Algorithm
The basic algorithm is outlined as follows:
/*Initialization*/
for every edge (i,j) of sensor network graph do
T 0 =19
for k=1tomdo
place ant k on a randomly chosen node.

End for



Let S " be the shortest trip found from beginning of traversing of all nodded in a sensor session and L' is its

length.
/* Main Body Loop*/
for =1 to t,,, do
for k=1tomdo
Build traversing T* by applying (n-1) times the following steps:
if exists at least one node j € emotion _template _tabu _List (ETT List)
then

Choose the next node (possible to be attacked) j, j € JF among the n nodes in the ETT list as follows:

~ |arg max ([Tiu(t)][ﬂiu]ﬁ)ifq<qo
J= ue.lik

where j € J is chosen according to the probability of attack:

_ [5j®] [ﬂiu]ﬁ
> i’

ieJl-k

A0
where i is the current node.
else
Choose the closest node where the possibilities of attack is high
end if
After each transition ant k applies the local update rule (Learning)
7(1) < (1-p). 1(1) + p.7,

end for



for every edge (i,j) ac S* do
Update pheromone trail by applying rules,
Apply Online Delayed Phenomone Update(t,s’, ....... s5)
if I_C(Ls,t) > I_C(Lt)
then set I (intruder 1)_C(I,s,t) = I_C (I,s,t) - T_c(1,t)
else
Set I_C(Ls,t) =0
Call Intialize Pheromone Value (t)
if (0>(@s"...s%
then Validate Path (tij)
S < Generate Initial Trace()
InitializeTabu lists (TL;...... TL,)
K <0
While termination condition not met do
Allowed Pheromone Trace (s,k) < {z€ N(s)
No tabu condition is violated or at least one aspiration condition is satisfied.
s« (s,Allowed Pheromone Trace Set (S,k))
Update Tabu List and Detection Condition( )
K «— K+1
end while
Update the pheromone to every ant agents via Agent Template (I,S,t)

Compute the changes of pheromone in every node



Exchange the (I,S,t) with I_C(L,s,t) through

Validate Path()

Detect Intruder( )

Check for Next Session( )

End

Figure 1. Different states of the ant trials

The algorithm is based on multi agent system completely driven by parallel search. At a given iteration each ant
moves from the current node of sensor network to adjacent node with the maximum number of violations. The
probabilistic nature of algorithm also can be programmed according to the historical knowledge of the sensor
network. We have introduced the concept of tabu list, where for every session the list would like to store the
pheromone trace or path that is prone to attack. Here tabu? (¢) indicates the tabu list of ant (i j). The list consists
nodes in the sensor network that already has been visited nodes until the time t and the ant is forbidden to choose

such node repeatedly. This is set to ¢ (not shown in the experiment), when the ant agent visit all nodes and



completes its trip across the network. So ant agent in this work adopts the setting of parameter ¢ (i,1), where 1 is
the degree of influence from the colony 1. The absolute value of ¢ (i,]) indicates the degree of pheromone effect.
The effect becomes stronger as the value increases and weakens if the value decreases. The actual validity of this
rule will be examined by matching the historical data set comprised of connections marked as intruded or normal.
The ant algorithm incorporated here is based on the philosophy of multi agent system based on the idea of
cooperative searching. In the proposed algorithm a given number of ants moves around the nodes of the graph
and changes the color of each visited node according to a local criterion. At a given iteration each ant moves from
the current node to the adjacent node with the maximum number of deviations (shown in Figure 2) and replaces
the old color of the node with a new color that minimizes the number. Therefore the probabilistic nature of the
algorithm allows the ant to escape from local minima and obtain bounds close to the absolute minimum. If the ant
agent is able to identify an anomalous behavior across network, a positive feed back (or reward) will be given to
current ant agent so that it can propagate the same information to its fellow agent through the emotion template.

’

Certain wild cards are used in the experiment (e.g. ‘*’ or ‘?’) to the corresponding ants to specify the network
block in the snapshot rule.

Due to the difference between the real world and the software world the concept of pheromone need a bit of
translating to be applicable. As main idea followed in this work a pheromone is fairly straight forward passive

object in an object space. Pheromone can thus be interpreted from (“smelled”) and put into the object space

(“reinforced”).
Hence the synthetic pheromone used for the experiment holds the following data [5]:

e Strength: a floating point value that is a representation of the current strength of a pheromone.

e Threshold: another floating point value that indicates when the pheromone should be removed from the
system. Whenever the pheromone strength falls below this threshold, it is considered completely
evaporated.

¢ Direction: the direction indicates the direction to follow if the agents want to follow the trail.



e  Properties: a property map, mapping string values (the property’s name) to a passive object. Usually
there will be various flavors of pheromones like alert, collect etc.

These all collectively formulates the ant agent framework for intrusion detection.

Based on this the agent’s behavior is concentrated on finding the optimal path of attack and reinforce and revise
belief (through pheromone difference). The comparison of belief or reinforcement of successor ant and
predecessor ant also plays crucial role for finding the better detection, although they may or may not sub optimal
or global optimal solution. Therefore those ants will not diffuse anymore but will reproduce and reinforce

towards positive value.
The logical representation is:
while (number_of _ant_agents > 0 and Number_of _iterations < limit)
begin
Evaluate ant agent;
if (Reinforcement for any path seems better than predecessor ant)
Positive reinforcement
Reproduce ();
Else
Negative Reinforcement
Diffuse ( ); /* Direction modification of searching*/
Evaporate ( ) /*Removal of ants or die out*/
end if
end while.

2.3. IDEAS Strengths



The proposed algorithms attempt to perform a search with an initialized pheromone traced path continuously
validate it and at the end communicate and coordinate the PH balance among the ant agents. To estimate the
effect of pheromone level on the search of intruder, IDEAS could calculate a guidance parameter at each peer

object space.

This parameter is a value bet zero and one. On the active path of sensor network a value of zero indicates a
perfect guidance, where all phenomena are zero except one (and the agent thus know perfectly where and whom
to communicate). Conversely, guidance equals to 1 and when all pheromone Strength for all directions are equal

and ant agents thus choose randomly.

The guidance formula is based on the formula for information entropy given by Shanon:
E =_zpi logp, ,

where p; is the probability of choosing the direction in a sensor network.

This function is normalized to obtain values bits 1 and zero:

e

g(n) :—1’

log—
n

where 7 is the total number of possible directions.

We observe in IDEAS case that these values decrease over time as expected and the evaporation rate also

dependent the initial pheromone strength.

Initialization in sensor network is mandatory for the guided search broadly to tune the rate of evaporation and
pheromone Strength. Similarly the dynamics of intrusion searching encompasses to use parallel and multiple
phenomena value with different rate of evaporation, propagation and threshold. This is obvious that these 3

parameters actually coordinates and communicates through emotion template.

3. Experiment Results



The basic idea is to identify the affected path of intrusion in a sensor network by investigating the particular path
or pheromone concentration. So behavior of the path of ant agents is being formulated through a knowledge base
of rules, although the rules may also depict the possibilities of attack. If a network connection, where all the
micro sensors are deployed, with source IP address 1.0.0.1 — 255.0.0.0, destination IP address 2.%*.7.?, source
port number 75, destination port 80, duration time 30 seconds ends with the state 11 (the connection terminated
by the originators) uses protocol type 2 (TCP) and the originator sends 43.2 MB/Sec data the responder sends
36.5 MB /sec data then this is a suspicious behavior and can be identified as probable intrusion.

The practical validation of the rule can be done by the ant algorithm. The ant should prepare the tree depending

on the following parameters within the sensor network.



Table 1. Status of ant agents positioned in sensor network

Action Value Range E&i?ltge AAnstsgﬁeegt Theme of action
ANT Agent A subnet with IP addresses 1.0.0.1
_ kk kk 9 I
Source IP address | 1.0.0.1 —255.0.0.0 | 1. %% ** 9 A 0 255.0.0.0.
2.0.0.1 —255.0.0.0
Destination IP ) X% 9 9 ANT Agent A subnet with IP addresses 2.0.0.1 —
address (Different sensor 2.%%2.9 B 255.0.0.0
net cascaded)

Source Port 0- 80 75 Fused Ant | Source  Port number of the
number Agent A+ B connection
Destination Port 0-80 30 Fused Ant | Destination port number to indicate
Number Agent A+ B that this http service

. Duration of the connection in 30
Duration 0- 180 30 Ant Agent C seconds

The connection is terminated by the
State 1-20 11 Ant Agent C Network Administrator for internal
use
Protocol 1-9 3 Fused Ant | pcp
Agent B+ C

iiinssrazxryltes 1.44 MB/Sec ﬁ]éz/Sec Tabu List TL1 | The Admin. Sends 43.2 MB/Sec
ls\il;?lg}e]r;;?git:s t 1.44 MB/Sec ?s6e‘cs MB Tabu List TL, | The receiver receives 36.5 MB/sec

We begin by defining the following sets:

V = set of all nodes in the network

s = transmission step number

NR?® = new nodes reached in transmission step s

NR’® = all nodes reached till transmission step s

NNR"® = nodes not reached till transmission step s

A=V\NR®*




A node, i, is newly reached in step s if i € NRs but i € NR **-"

Tree building by an ant is an iterative process which starts with a transmission from the source to a
destination node and continues until all the intended destination nodes are reached. At a given time
instant t, the decision rule governing which edge an ant chooses to travel on at step s of the tree building
process is pseudo random proportional, Starting with s = 0 and the initialization NR® = [source], this
decision rule is executed until all the intended destination nodes are reached, i:e:, NNR"S = @
Based on the obtained probable intrusion, Intialize Pheromone Values (t) ants could detect the trace and
produce the above choice range of intruders after traversing the nodes. We also define emotional ants as
adaptive agents with variable conflict tendencies that could also adjust their agent schema and behavior
during the traversing of sensor nodes. The pheromone update i.e. PH,,; and PH,,, is analyzed and shown
in the Table 2.
As envisaged, because of the different pheromone balance on different track on a sensor network,
experiment has produced encouraging results. The simulation clearly indicates different categories of
intrusion where pheromone value seems to be positive and coordination mechanism looks effective.
Practically the calculation of synthetic pheromone for all nodes have been calculated and expressed

as the following syntax (see Table 3):

for j=0 to g.size() do

if il=j

then if j=0
prob[j]=(g.get_edge(i,).get_pheromone()+
g.get_edge(i,j).get_weight())/sum_pheromone;
else
prob[j]=probl[j-1] +
((g.get_edge(i,j).get_pheromone() +

g.get_edge(i,j).get_weiht())/sum_pheromone)



else

prob[;]=0.0;

The regulation of final tendency of ants to detect the intrusion is high according to the coordination

mechanism adopted in the behavioral template.

Figure 2. Simulation exhibiting transmits and receives signals

Figure 2 illustrates trials on simple sensor simulation model exhibiting simple transmit and receive
signals, where in the sent mode the red circle peak indicates distortion of communication in the existing

model and similarly the red peak on the received mode demonstrates certain possibilities of intrusion.



Table 2. Behavioral ant agents investigating the affinity/choice of intrusion.

Tendency
Pheromone . Actio | Decision on
Schema Value Confice n intrusion or
attack
Attack is
Agent N > 11%(61}/ to be
N Positive Present 0.5 hlgh on
this trace
of
pheromone
o |
. ikely to be
B Optimum | <0 Y
0.5 | deadly on
this trace
Several
Fusion nodes have
of > the
2.3 0.575 e
several 4.5 | possibilitie
ants s of severe
attack.

Table 3. Local classification of intrusion, choice/affinity range of intruder

N(;de Class 1 Class 2 Class 3
! [0.10,0.29] | [0.46,0.65] | [0.10,0.21]
2 [0.05,0.14] | [0.05,0.41] | [0.22,0.57]
3 [0.05,0.15] | [0.05,0.15] | [0.49.0.59]
4 [0.08,0.16] | [0.08,0.16] | [0.51,0.60]

3.1 Computational Models for Emotion

The interest in general computational models of emotion and emotional behavior has been steadily
growing in the agent and artificial intelligence research communities. Although the creation of general

computational models is of potential interest in understanding human behavior, much of the interest in



the agent community has been fueled by the application areas for such models. For example, there has
been a growing body of work in the design of virtual humans, software artifacts that act like people but
exist in virtual worlds, interacting with immersed humans and other virtual humans. Virtual human
technology is being applied to training applications [21], health interventions [16], marketing [3] and
entertainment [5]. Emotion models are a critical component of this technology, providing virtual humans
that are better facsimiles of humans as well as providing a more engaging experience. Emotion models
have also been proposed as a critical component for more effective human computer interaction that
factors in the emotional state of the user [15] [19]. Much of the work on computational models of
emotion has been strongly influenced by cognitive appraisal theories of emotion [11][14][18] although
some computational research [22] has also been influenced by theories that posit non-cognitive sources
of emotion [12]. Appraisal theories argue that emotion stems from a person's assessment of their
relationship to the environment in terms of a set of appraisal variables or dimensions covering such
factors as whether an event facilitates or inhibits the individual's goals, how desirable the impacted goals
are who deserves blame or credit, etc. Among the various cognitive appraisal theories, there is broad
agreement on the set of appraisal variables and these have provided a detailed framework for building

computational models of the causes of emotion.
5. Conclusions

The proposed model of emotional ants presented the collaborative distributed intelligence as a distributed
coordination problem in the face of uncertainty, incomplete information with soft time and resource
constraints. An important feature of the IDEAS framework is the ability to perceive behavioral patterns,
deliberate and act based on self organizational principle initiated with probability values. Future research
will be targeted to coordinate with the conventional IDS approaches (example, SCIDS) [2] to aid the

detection process.
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